INTEGRATED COMMAND & CONTROL CENTRE

1. Commeand & Control Pletform/Anplication

(F) The Integrated security systems software shell support the following systems on @
single plaiform with & feasibility to creste/modify the reporis as per client's
reguirement. The software shall support multiple web clients and desktop clients on
client server architecture.

{i1) The sofiware shall be an integrated software platform to monitor and manage the
below system modules enabling the end user to have the comfort and convenience of
establishing a single point responsibility for the monitoring, manzgement and upkeep
of their facilities,

e |P based CCTV monitoring and recording system

e [P based thermal camera monitoring and recarding system
& Perimater Intrusion detection system

e Fire Alarm system

¢«  Communication system

e (Contraband detection system

(iif)  Access control system and CCIV System with Digital video transmission and recording
including event {access and alarms) linked recording shall be supported.

{iv) The software shall suppert industry standard communication protocals.

{a)  System Architecture

(i) The application shall be modular and must have a highly scalable architecture that
cansuit a single site and scale up to manage multiple sites across varied peographies
if need be,

{ii} The application shall support single / multiple / clustered servers to meet the
reguirements of the implementation if requlirad,

{iii) In its basic form the application, database, communications and user  interface
may be installed on a single Server / PC. As the system expands in terms of
complexity, functionality or volume of data processed it shall be passible to Install
ithe different application server components in multiple machines and support full
client server architecture for the user workstations.

{iv) The responder shall be ahle to provide load testing reporis for defined scenarlos
covering a defined number of events / alarms / concurrent users on client
worksizations and defined number of hits to the database. This shall be available both
ina LAN and WAN environments, The responder shall be required to establish a
proof of concept under the defined load conditions and provide detzilad load testing

reports and allow Inspection of the simulztion in the responder’s own facilities if
need he,




(iv} The application shell support communication drivers for various real bime systems /
hardware platforms thet need to be brought under the cemmand and cosiiral
infrastruciure. The application shall suppart the ability to Include custom developed
communicetion drivars and provide anopenarchitecture In interfacing multiple third
party systems that may need to be brought under this infrastricture.

(v) The application shall be designed for high availability. The selution architecture shall
optionally support dual redundancy In the servers and back up servers, It shall also
support remote replication of data for disaster recovery. The application shall
support remote deskiop client workstations that shall be able ic work as
Independent servers managing a local site / set of sites in case of connectivily loss
with main / standby servers. Responder shall be able to provide detailed System
architecture and a white paper on how the proposed application mests these
requirements.

(b)  General Requirements

i) The application software shall be an integrated application for the
management of various services within a building, campus or an enterprise
across mukiple global locations

{ii) The services / disciplines managed by the software shall include Access
cantrol, Perimeterintrusion detection system, Fire, lighting, CCTV Systems
sic.

(iii) The software shall have a single integrated back end database for all these
disciplines and shall provide an integrated GUI (Graphical User Interface)
for monitoring, managing and reporting across these disciplings.

fiv) The application shall be based on latest technology such as Microsoft. NET

(v) The application shall not require administrator privileges on the Operating
system.

{wi) The application shall comply with & distributed 3 tier architecture. There
shall be a common Business Logic layer and a single Data Access Layer that
shall control access to the database.

(vii)  The application should support MS SOL Server at the minimum, It is
desirable that the application also support SOL Lite and MySQL.

(viii)  The application shall provide an option of using a desktop hased GUI as
veell as & web based Ul

(ix) The web based Ul shall provide all functionality as the deskiop GUL Web
Ul restricied to alarm monitoring or only partial configuration shall not he

S acceptable.
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(xi)

{xii)

(i)
(2)
(b)

. xiv)

(a)

(b)

(€)

(xv)

(oevi)

{ovii)

{eviii)

{xix)
(xx)

The desktop Ul shall be designed to allow multiple screens to ba opened 2t
the same time. The user shall be able to fix windows {dock} ar keep them
floating.

Floating windows shall be dragged to another maniior in the case of 3 PC
supporting multiple monitors. This shall facilitate graphics views en one
manitor and list views er video on another.

The application shall provide a famillar Windows point and click
environment. I shall alsa factiitate sasy lzarning by providing guick aceess
menus like toolbars.

The application shall display all configurations in at least 2 formatis:
Hierarchical tree views for displaying all hierarchicel data.
List views that list all configured items based on user rights.

it shall have the following Tree Views as minimurp.

Site Tree — Objects shall be linked under the respactive sites.
Hierarchical view based on site.

Object browser — Objects chall be grouped under the
Communication Gateways.

Quick View — Objects shall be grouped like a windows explorer folder

view (Systern wise). Operator configuration actions such as add/edit

or delete shall be possible from either the tree view or the list
view,

All operations on the application should be asynchronous and shall not
hold up any other operation, for e.g., bullt data change should not hold up
receipl of alarms.

Communication across layers shall be encrypted. AES with 128 BIT key for
symmetric shall be acceptable. Native encryption shall not be acceptable.

Data transfer across layers shall be compressed to provide optimum
uiilization of bandwidth.

Communication across layer shall preferable be over HTTP with suitable
authentication. Responder to specify communication technology, port
used and authentication mechanism.

Lagin from the Weh Ul shall be using MD5 or 551,

The application shall not store any form of passwords in clear text. All such
passwords either in configuration files or in the database shall be
encrypted. AES with 128 BIT key. Native encryption shall not be acceptable.




(c}

3t

(i)

{xii)

(mxiv)

Events & Alarms

(i)

(i)

(iii)

(iv)

(v)

{vi)

(vii)

{viii)

(ix)

e (a)

=

he access to detsbase shall not be based on the default user the

¥
application shall us=2sp edified or pre-tefined login

it shall be possible to designate a deskiop s a specific workstation that
exposes only & defined functionality like a spacific Video Werkstation
irrespective of the logeed in operator excluding the Master User or
Administrator.

application shall provide for the ahility to copy eiisting cenfipuration
across hierarchies.

Application shall also provide the ability o clone {create multiple
instances) of a configured entity. A minimum of 50 cones should be
possible in one user action.

t shall he possible to define messages as normal events or as glarm glabally
for the system.

It shall be possible to define some alarms 10 require re-entry of operator
password before process.

The system shall support up 0 255 alarm priorities. Fach alarm priority
shall be asseciated with a color for easy identification of the alarm's
criticality.

it shiali be possible to define Operator instru ctions Tor each alarm from each
site.

system shall support alarm sscalation where unacknowledged alarms shall
be sscalated and reported 1o supervisory workstations. Time oul for each
alarm for escalation shall be definable.

The application shall display alarms and events in separate windows. Alarm
window shall pap up (or become window on top) In case it is minimized
and an alarm is received.

The alarm window shall group atarms by priority. The group header shall
display the total live alarms and acknowledged alarms in each priority.

it shall be possible to regroup the alarms by location (sites) or application
type on the fly;

Aarme messages shzll provide the following minirmum data:

Date & Time of occurrence. Alarm Description (in case of perimeter
Intrusion/Access control/CCTV).




{d)

{B) Location.

{c}

Device Description.

(d} Card holder name (in case of access control system card hasad sz rm).

(e)
(x)

{a)

Priority (in case of grouping other than priority).

It shall be possible to double click on every alarm and get additional data
that shall consist of the following:

Alarm Instruction for the operator.

(b} Alarm Action capture. This shall record free flowing text

c)
(d)
(e)

{xq

(xit)

{iif)

(xiv)

(b)
(c)
(d)
()

entered by the operetor. Thic information shall be stored with the
operator |d and date time stamp.

History of last 10 alarms from that Site / device,

Last Card Entered in case of an alarm from Access Controllers,

Link to play video in case event is linked to a video clip.
The application shall provide for a 2 stage alarm management. Operaiors
shall acknowledge the alarm on receipt and after investigation and closure

shall be able to process the alarm.

Alarms shall be visible till it Is processed. It shall be possible to visually
differentiate between a live alarm and an acknowledged alarm.

It shall be possible to process a group of alarms. In such cases the
application shall prompt for the logged in operator’s password.

Existing alarms (live alarms prior to lcgin) shall be displayed separately as
History Alarms. History alarms shall be grouped as:

Today

. Yesterday
Two Weeks
Last Month

Older

Operator Definltions




(e)

(i)

{ii)

(i)

{iv)

(v}

(vi}

wii)

(wiii}

{ix)

Reporiing

{i
(i)

It shall be possible to creste Operator Group profiles. Unlimited numbar  of
eraitps shall be possible. .

Group Proflles shiall define the apsrator ment rights, zccess rights and action
rights.

Group profiles shall also define the events and alarm routing. Group Profiles
chzll aleo define the rights to acknowlzdge and/or process the alarms routed.

Individual operators may be created and assigned to the group profiles. The
following minimum definition shall be possible:

E] Password Change on next logon.

{b) password change not allowed.
{c) password Disabled.

({d)  AutoLogOut period.

(e Validity days-

{0 Partitions (Sites) allowed for access.
(&) Application disciplines (Access / Video / Intrusion) aliowed for
ACCeEs,

Operator password must be at feast a combination of 6 alphanumeric
characters long, containing at least 1 riumeric character and at least one
character in caps.

The application shall not allow last 6 passwords to be repeated.

The application shall notify expiry of the password if the validity is iess than
15 days.

Application shall allow for an operator to have Menu and edit rights for an
ohject say a card holder, but iz shall be possible to restrict the view to avoid
any personal data like address, mobile number eic.

It shall be possible to restrict operator access to limited workstations in cas2
of deskiop UL

The application shall provide a comprehensive reporting engine.

Normal day to day reporis shall be predefined and shall consist of but not
limited to the following:

(&) Listing of all master configurations

{h) Listing of all Group Profiles and the rights
(c) Listing of all operators and their associgted group profiles
(d) listing of Card Holders/paint lists with respect to each plant
(e] List of all alarms based on date and time

(f] List of all normal events based on date and time.




(f)

(iii)

(iv)

(v)

{vi)
(vii)

Trending
(i)
(if)

(iif)

{iii)

These reports shall be available in Crysial Reports or equivalent repotting
tonl.

The application shall provida 2n additional report option where by the user
shall customize the view baszad on:

(2} Groups
thy Sort order
[c) Celumn Selection (based on predetermined sub set)

The application shall also provide for a customizable report generator
whereby report formats shall be created at site. The options shall be the
following:

{a) Report title
{b) Group Headers and titles
(c) . Column Selections (2l fields in the database)

(d) Sort arder

(e) Fitter criteria based on SQL like statements. The operations
shall be logical (<, =, <>, in, not in, like) and aggregate (count, sum,
avg) functions.

{f) Font size, fore color and back color

It shall be possible to save report formats created and reused.
All reports shall provide an ability to export to the following:

(a) —Csv
(b) Text

The application shall provide for creating a data log.

It shall be possible to define unlimited points and their frequancy for data
logging.

Frequency shall be selectable:

(@) ° Quarier Hourly

() Hourly
() Daily

(d) Veekly
(e} Monthly

Notwithstanding the frequency specified, the data log shall also include  all
state changes.




{vi)

(i)

{x)
(x)
(g) Graphies
i)
(i)
(ifi)

(iv)

(v}

(i)

et

e ARy :u:h‘:':'_','
A e Bskeg ;:‘“

- S
/ T
/ e to{:j‘q‘.\\l

It shall be possible to deiine & point in more than one déta log with
(]

different frequencies.

The application shall provide for unlimitad points from within the dats
to ha displayed asa trend chart,

log

It shall be possible to select a period on the trend chart and zoom into it
Trend data shall zlso be represented a5 & summary consisting of:

(a) Max value.

(b) Min value.

(e] Average for the piotled duration.

It shall be possible to select the color 6f each point charted on the trend,

it shall be possible to save the trend graph as an image.

The application shall provide a fully functional graphics module.

It shall be possible to import images into the praphics module to
create a graphical representation of the facility.

The images can be linked by using a link button.

it shall be passible to define generic device properties for each type of physical
hardware. |ile doors, Inputs etc.

It shall be possible to create more than one generic device for each
hardware type with unique properties like icons, actions and states.

1t shzll be possible to position these devices into the imagesto  indicate

actual locetion within the installation.

it shall be possible to associzte a group of images and create an animation.
Generic devices shall aceept animation files for various states,

Generic devices shall be associated with a specific instance of hardware to
create association. For example, Mein Entry Door shall be associsted with one

generic door device.

It shall be possible to define a specific instance of hardware in 1o
more than ane generic device.




(i)
(i)

i)

(xv)

| () Interfaces

(1)
(i)

(iil)

(iv)

{v)

(vi)

it shall be possible to display analog valuss a5 a horizantal bar, verticel bar
or-as plain text. Measurement unit like Caisius shell be definable and visible in
the praphics.

it chall be possible to define which image must be popped up in case the
device goes into alarm.

it shall be possible to perform actions from the device icon on the
grapiiics.

It shall be possible to view up to 5 live alarms from easch device on the
graphics.

It shall be possibie to view the device configuration from the graphics.

The system shall allow graphic pages to have devices across multiple
disciplines. It shall be possible to define on the same graphics page any
system device including cameras, access doors and Intrusion alarm
SEnsors.

The application shall be able to provide muitipie interface options.

To interact with third party applications. It shall be possible to access and
retrieve a list of alarms and events from external applications using web
services. “

it shall be possible to manually import cardholder data from an excel
cheet, The interface shall import from a pre-defined excel template as well
as provide the ability to map the excel columns to the reguired database
fieids.

it shall also be possible to programmatically import carcholder dats
from an XML or a CSV file. Any external application shall be zble to push an
%ML or CSV file based on a schemer, The interface shall pracessthe file and
add, modify or delete cardholder’s records.

(2} it shall be possible to export events or alarm to a text file.
The following definitions shall he possible.

(b)  Frequency.

(e} File name.

(d) File extznsion.

(2 Flelds required.

{f) Separator

it shall be possible to export cardholder data to text or XML file.

The epplication shall be = comprehensive solution that supports the
following plug in modules.
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Cemmand and Contirol Room

The CE building will heve Commznd and Control Room (CCR) where the opsrsiors would
be sitting. Below & an Indicative & suggestive fayvout of the proposed CCR. The exact floor
dimensions and interiors of the building would be finalized by architects & the civil engineering
experis who will be designieg the ICCC layout, structural designs end interior planning &
designing. The plan indicated in this section is indicative & suggestive in nature. The final
architectural plan and relevant details shall be submitted separately.
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1CEC .bui!ciing will also house the Datacenter, electrical & battery/UPS room. The details of
the following are as below:

« Datagenter: This area will house all the care IT infrastructure which includes
the server farm, storage, security and other datacenter assets In a controlled
environment, The datacenter-controlled environment would provide clean
power, adequate cooling, fire & hazard protection and physical security for
the detacenter sssets, The architects & civil enginesdng experts will design
the interiors of the datacenter where in the cabling (both power & network)




wauld be provisicned under the floor. The datecenter ares wiould be
protected under 24x7 suivelliance and would have biometric {finzer pring)
bzsed access contiol.

& Electric Room/batiery/UPS room

e Officar’s cabin

e Support 5taff rooms
{a) Standards for construction and interlor works in CCR

The scope of the project includes construction of control room, designing, engineering,
supply & installation of ICCC Interiors with sir-conditioners for adeguate cooling of
entire cantro! room space. As the Control room s a significant place, it is imperative
that it is designed properly in terms of Aesthetics, Ergonomies and Functionality.
Various aspecis should be considered while designing Control Room area to create
ideal work place, considering physiclogical espects such as line of sight and field of
vision and cognitive factors such as conceniration and perceptivity as per 150 11064/
or eguivalent.

The Architects & civil engineering experts would undertake the designing of the interior
of the ICCC in such a fashion so that they shall reflect human factors requirements
including the following:

e Satisfactory environmental conditicns for operator personnel. Including noise,
airflow, temperature and humidity, and precautionary measure under
uncentrolied conditions (like fire) beyond acceptable fimits,

* Adequate space for personnel and eguipment for the movemente and
activities they are required to perform during aperation and maintenance,
under both normal and emergency conditions.

«  Adequate visual / auditory status information and other communication links
between personnel and equipment under normal and emergency conditions,

® Adequate illumination for the performance of operztion, control,
maintenance and training. .

* The control room shall be built as per the criteria of "Human Factor
Engineering” to Improvise the efficiency utilization of the operators and
provide them Fatigue free working environment,

¢ The interiors should be designed to

© Ensure maximum standard of safety.
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o Allow Flexibility
a WMinimize maintenance
o Improve aperator’s efficiericy & alertness.
Selection of fire retardani/rated material is must.
implementation agency is resnonsible for setting up and D&M of entire ICCC
including all the, hardware and software, interior work for setting-up of 1CCC
at physical space provided by authority, Network Cabling, Electrical Worlks,
Video Wall, Turniture’s and Fixtures, CCTV Surveillance system of the 1CCC,
Aceess Control System &te. as per the scope of wark,
The Implementation agency will have to provide all necessary Hardware,
Network Infrastruciure, Aciive and Passive Connectivity, Power Backup
including all IT infrastructures that may be recuired for the ICCCHor the entire
contract duration,
Video Wall: A state of art 65" LED TV facility should be installed at CCC
Followings are the functional requirement of video wall: -
The video wall shall use multi-monitor (e.p., different monitor can display
different input source) and split screen (e.g., seversl intersections can be
displayed on one monitor} display technology to provide the flexibility to
accept audio and video inputs Camera system, TV signal, recorded video, and
Lapiop mm;;:.:ter.
Should have provision for live monitoring and control of various application &
Smart solution modules
Each operator shall be provided with one workstation with three monitors for
system monitoring along with one intercom line.
Implementation agencies scope of work and supply of the cuntrol room only
in the ICCC and its components including Ergonomic Study, Desk, Ceiling,
Flooring, Panelling, Partition, llumination defined in this document shall be on
turnkey basis. The expected size of the control would be 2000 Sq. fi.
Design, Engineering, Manufacturing, supply of ali related goods and providing
all related services including installation, testing, integration, commissioning
etc. all complete, preparation of related drawings, documentations ete. of the
control room.
Quality assurance and commissioning of the complete system at site to the

complete satisfaction of the owner/consuliant.




The contrel rooin solution provider must be 150 2001, I1SD 14001, DRSS

1B001 and 150 27001 tariffied,

Wall paneling; celling & desk system shall be seismic zone 5 tesied and

certified from govermment approved test laboratory.

(b) Minimum Required Specifications for CCR components

L

Control Desk: -

Q

Structure: - Every desk shall be standing on aluminum pole-hased systerm,
the pole shall have 200 mm diameter and minimum 10 mm wall thicknase
at circumference. Both the load carrying poles shall be visible as design
elements on the extreme sides of the desk; work top & fioating CPU
Cabinets shall be installed on these poles. The CPU cabinet shall be raised
by 150mm from floor and shall be firmly mounted between extreme end
poles. The CPU cabinet shall have curved extruded aluminum shutters.
Straight shapes/profiles of desk like under structure, slat wall, front edge,
table tops etc. shall be deemed unacceptable.

The standard frame width shall be 1160-1250mm with an overall height
of 711-762 mm to correlate to standard seated height applications.
Conventional bulky, boxy type desk of metal and aluminum structure
shall be deemed unacceptable.

Wire shall be routed into the cabinet through tha pole. Proper
maintenance access poinis to be provided via suitable spap fit plastic
Jmetal covers.

Table Top: - The table top core shall be made up of aluminum and shall
have 2 mm thick acoustic laminate finish on the top, Desk top shall have
a feature of tilting by 2 to 5 degrees with help of noise free mechanisms.
Front Edge: - High-density Poly Urethane Foam molded on industrial
grade aluminum core to form 50mm deep tapered edge to be instzlled
on worktop. The Edge shall be mechanically replaceable within 30
minutes in case of damage or wear without opening or removing the
worktop.

Cable Managers and Rear Edge: - All the cable manager openings and
rear edge of worktop shall be protected from no spill molded Pu edge, §




mm high above werkiop suffece o prevent fouid from spilling insidethe
CPU/Equipment Cabinet

Skat Wall: - 60 mm thick Curvilinear Slat wall shall have radius mztehing
to the CPU cabinet shutter. Slat wall shail have inbuilt mechznism for tonl
less & effortless sliding of the monitor arm across the length of the
console without removing the monitor pole.

Iionitor Anm Assembly shall have auto-locl, push & add/remove die-cast
gluminum exiendible arms of 150mm each with tool less
addition/deletion feature to vater future requirements. Tocllacs addition
[ deletion in less than a minute. UL certificate to be englosed alang with
the hid.

Electrlcals: - The exhaust fans shall be provided with thermostats. Fans
will automatically shut down in case the shutiers are opened.

Cable Trays: - The desks must be designed with vertical and horizontal
cable trays to allow for continuous cable management hetween the

cibinets,

¢ Panelling/Partition and Celling Systam:

2

Lock and fesl of the control room shall be ultra-modern & unigue, To
solve monatony in control room in future, the i:anel![ng shall have inbuilt
design in 20% tiles of panelling to change the colour without ordering
Rew.

Conventional Gypsum, wood, Fabric and painting work shall be deeried
unacceptable in the control room area,

Ceiling and panelling system shall be a combination of hexagonal and
rectangular designs defined below: -

Kexagonal design: - Hexagenal ceiling and panelling shall be made up of
extruded aluminum periphery rigid enough to pass seismic test
menticned above,

Rectangular design: - 25mm deep tray type panelling tiles with rounded
corners shall be snap fitted to the main structure and firmly hold in place
by die-cast aluminium corner locks. The die-cast locks shall be attached
to the main MS structure or min 1.6 mm.

Tiles: - Tiles chall have minimum 10,000 micro-perforations per square

meter to achieve NRC of 0.6 Sound Absorption Coefficient by diffuze field
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method; 18 E225-1987 “Measurement of Sound Absorption Coeiflcient
in Reverberation Room” (Eouivalent to 150:2354- 1985 and ASTV 423-90).
Hexagonal system shall extend possibility to integrate various raw
mzterials i-ilre Solid surface, Fzbric, Glass, Metal (periorated and non-
perforated), Muminalion in ihe tiles to form mulliple design
combinetions.

Structure: - The structure shall be made up of L6mm thick powder
coated steel structure.

Cut-outs for LVS:- Panelling shall have provisions to accommaedate Video
wall in an aesthetically appealing manner.

Wall Penelling System - Lockahle & Replacealle: Modular wall panelling
tile having secure locking arrangement for equidistart mounting. Locking
arrengement enables easy rep!acer;lent withaut using any too] within 20
seconds. The feature shall provide easy flexibility of locking all tiles in one

column through gravity. .

Doors
o Wetallic Door:- With door spring and locking arrangements and bothway

handle. Prepare with rigid thermo fused film metal panels. Specification:
0.6mm thick Metal panel sheets, cavity filled with glass wocl insulation of
density 24kg/cum in roll form of make inside adequate quantity. Material
of the partition and that of metal door will remain the same.

Metal door with Toughened Glass Vision Panel: - The door shall have
100mm frame (made of same material as that of wall Panelling /partition)
and shall have 12mm thick glass pane in hetween. Glass Properties:

Safety {tempered): when broken, must split into tiny harmless pieces.

Mumiination: - Control Room illumination shall be designed as per 150 11064.




3. Workstation/Desktop

5 Componen WiErim frement : ]
Ne. emponent Viznimum Reguirement

Latest generalion X85 Processor

1 Processors 3.2 Ghz or Higher
Nin 8 MB
Latest serles 64 bit chipset -
Either on the Display system or on chassis
or exiernal OEM speaker 1
Intel/OEM

Mother Board | 15 GB DDR-IV (2400 Miiz) or higher

expandable up 1o 64 GR

. Graphics Card - 2 GB J
1x PCle %16 and 1 PCle x4 (total minlmum 2 PCI Siots)
21.5" or higher

3 ; Active Matrix TFT LCD (Backlit LED); 3nos. monitor with each

Display ;
workstation/desktop
1920x1080 or hicher _
Minimum & USE Ports (minimum two USB 3.0 ports
and minimum 2 USE port 2.0 or higher in frant) 10/100/1000
Etheret Card, VGA/HDMI, Display Port/HDMI/DVI,
Microphone & Stereo Head Phone/Combo port and other
Wiscelianzous | standard ports, tool less cabinet, TPM 2.0

4 External/Internal 180 W or higher Power supply
{(>=85% efficient), Active PFC
Tower

[ Mousg Opiical/l.aser USB

& Optical Drive Internal 8 or higher

Keyboard Standard USB
0S & Cther Preloaded Windows 10 Prof 64 bit Windows/Linux Uhuntu,
] Software MS Gfflce, Adobe acrobat reader, Antl-virus ete.
7 HDOD 1TB SATA (7200 RPM) or higher capacity
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1. Chassis Leyer 3 Core fiber switch

5. No Detalled Technical Specifications

Architecture

1. Switch capacity - 1.4 Thps or higher

2. Switch forwarding rates — 1Bpps or higher

5 10G/Gigabit - 24 ports scalable to 40 x 1/106 fiber ports
40 Gip interface for uplink— 4 scalgble io 12 % 40G Ports

4, Non-blocking switch architecture and modular operating system
Switching features

5 802.3ad based standard pori/link aggregation, Jumbo frames, storm control

B. Support at least 4000 VLAN and 200,000 MAC Address

7. FIFT snooping, Datacentre britiging exchange (DCBX) and [EEE 802.1Qbb
{PEC) from dayl
Security

8. 802.1X Network Security and Radius/TACACS AAA authentication

g. MAC Address filtering based on source and destination address

10, support for various ACLs Tlike port based, vian based and L2- L4 ACL's

11 Sheould have Control plane (DoS) protection

12 The switch should support MACsec, S5H v1 & v2 and Dynamic ARP inspection
Metwork Frotocals

13, Layer3 routing protocols like Static, RIP, OSPF, OSPFv3 from day 1 for the
solution.

14. The switch should support MPLS, L2 and L3 VPN and IPvE Tunneling
Quality of Service

15, 8 number of hardware gueuss per port

16. DSCP, 802.1p and FCoE
Miulticast

i7. IGMIP v1,v2,¥3, IGMP snooping, PIM SM and M5DP
High Availebility

\ 18, The switch should support 155U and BFD




Iisnagement

o
o

SHMP v1, vZ, v3, RMON/RMON-l enabled, SSH, telnel, GO, Web
mansgement and should have dedicated Management port

20.

The switeh should support CLI via console, telnet, or 355 and should heve
imaga rollbzck option.

21,

Switeh sheuld support port mirroring feature for menitoring network traffic of
a particular port/\VLAN.

22,

Switch should support Link Ageregation on two different switchiss

23.

Built-in real-time performance moniloring capabilities

24,

Power Supply: Switch should have internal Hot Swappable Redundant Power
supply

25,

Cocling Fans: Should have redundant cooling FANS

8.

The switch should support HERS

27.

Switch should be stackable/VPC/Fquivalent (All accessories to be provided
from day 1)

28,
29

The Switch should be EALZ/ NDPP certified
Certification - CE, FCC, UL EN 60350-1

2. Firewall

5 No.

Betailed Technical Specifications

Architecture:

The appliance based security platform shall be capable of providing firewall, IPS
and VPN [IPSec) functionality simultaneously.

The Firewsall should support Application visibility and control, Antivirus and
Antispar in future,

The Firewall should support Advanced Threat Protection like malware and zero-
day threats

The platform should be based on real tims, secure, embedded operating system.

Lapability to detect hardware failure during power up and before going online

Should provide Stateful fallover.

HA configurstion that uses dediczied HA-contral interfaces apart from the
mentioned traffic interfaces

Should provide active/active and active/standby failover

S=ssions

Should support upto 2Million Coneurrent sessions and &t least 50,000 sessions per
second

System Throughput




in Should provide 8 Ghps Flrawall Thioughput

11 | Showld have 4 Ghps IPsec thicughput =

12 | IPS throughput of 3Ghps '

15 | Memory -atleast 1668 or higher and 100GH storage

14 Suppori: - IKEvI and v2, IPsec VPN standards, 56-bit DES, 168-hlt 3DES, OSPF
routing, %208, Up to 2556-hit AES data encryption

iz .E.ut_hentEcEtIm. Authorization and Aceounting (A&L) support: RADIUS, TACACS
or TACACS+
Support for: Metwork and application level attacks ranging from malforimed

16 packet gttacks to DoS attacks, Support RSA and Diffie-Hellman, MD-5; SHA-1, SHA-
128, SHA-256
DHCP refay: -
Forwards DHCP requests from internal devices to an administrator-specified DHCP

i7 server, enabling centralized distribution, tracking, and maintenance of [P
addresses.
Provides:
Rich dynamic NAT and PAT services ; Bidirectional NAT and Transparency; Static

18 NAT and PAT services; Stateful and stateless and Zone-based firewall; Denial of
service (DDoS) protection; Traffic anomaly protection; MPLS (RSVP, LDP) , MPLS
VPN; Virtual private LAN service (VPLS)
Management '

15 Web based management to support for remote monitoring

20 Accessible through variety of methods including: Telnet, Conscle Port, SSH

21 Dedicated Out-of-Management interface

22 Support SNMPv1, v2, v3 & Support for syslog

23 Should have the ability to create customizable administrative roles/profiles
{monitoring enly, read-only aceess to configuration).
Software features

24 suppart foriPvd, RIPvZ, OSPF, BGP, VLAN, DHCP. Support for IPV6 RIPng, OSPFvE,
Powir Fupply

25 Internal Redundant Power supply
Minimum Interfaces Required

% 4 No's 10Gig ports and & No's of 1Gig Poris

3. 8 port (10/100/1000) Industrial Field Switch

5. No. | Parameters Description
! Sevitch The switch should provide’ ports 10/100/1000 Mbps T POES
| Avchitectim ports, (with minimum power budget of 240W) and switch
i B should additionally have 4 GE SFP uplinks.

Switch should have wire rate switching capecity of minimum

24Gbpsormore v
802,10 VLAN on all ports with supply of minimum 256 VLANS
and minimum 1K Mac addresses or higher

| performance




Spanning tree protocol as per IEEE 801.1¢, 802,15 and 802 1w

Should support improvsd resiliency with support of ERPS or
| equivalent for ring topology

Switch should support IGMP vifv2/3 sz well a3 IGVIP
snooping and minimum 255 IGIVP Multicast Groups

—

Switch should 5uppﬁrt_i:lassi.‘i:;aﬂon ana scheduling as per T
IEEE 802.3F on all perts ad four egress queues per port.
Switch should support mechanism of applying Automatic QoS

3 Qua!ltv o or equivalent mechanism
service (QoS) s : ==
Switch should support eight hardware based priority queuing
or equivalent to guarantee that the highest priority packets
are serviced ahead of all ether traffic
Switch should support ACL's, TACACS+, RADILIS, ARP
4 Security Spoofing, DHCP snooping, DHCP optisn 82, Dynamic ARP
Features Inspection (DAL}, IP source guard and BDU Guard or
_equivalent g
Management,
| Easy-to-use
5 Deployment Switch should have console port, support for SNMF version
and Control 1,2 and 3, TELNET, 55Hv2, 4 groups of embedded RMON,
Features DHCP server _
e e IPva/IPV6, IFEE1588v2 PTP, IEEE 802.3af, 802.3at,802.32z,
e NTE, PTP
7 Industry
Standards RoHS and IP30 i
B Certifications CE, FCC, UL EN 60950-1 .
9 | Mount DIN rail mount =
10 | EMC
= Compliance FCC, IEC/ EN 61000-(3-2, 2-3, 4-2 t0 4-6, 4-8, 4-11), RoHS
11 Operzating
Temperature {-)10° Cro +70° C |
IEC 60068-2-27
12 Shock Vibration | IEC 60068-2-64
IEC 60068-2-32
13 Relative _
Humidity Relative Humidity of 5% or 55% Non-considering
' _ OEM should have supplied minimum 1500+ switches In any
stabllity and survelllance project/multi-location project In Government.
4 credibility To ensure stability and credibility of GEM , Company should

-not have any history of merger / acquisition in last 10 years.

4. 24[10/100/1000) Port Managed Switch

5. No.

Parameter

Minimum Technical Requirement




switch
Architecture
and
Performance

Surﬁchfhguju -“r:J\,,rn 24 Mog, 10/100/1000 Bese THauto-sensing
p[us with minimum 200G SFP+ uplings.

== — ——

Should support siacking using ded icated stecking ports with
mtnimum 20 Gbps upto throughput

cwitch should support link aggregetion across mulktiple |
switches in a stack

should support stacking of minimum of eight switches

switch should have non-blocking wire-speed architecture.

Switch should support IPv4 and IPv6 from day One

Switch should have non-blocking switching fabric of minimum
128 Gbps or more

Switch should have Forwarding rate of minimum 60 and above
Mpps.

Features

IFEE 802.101 VLAN tageing.

A02. 10 VLAN on all ports with support for minimum 255 active
VILANS and 4k VLAN ids

Support for minimum & k MAC addresses

Spanning Tree Protocol as per [EFF B802.1d

Multiple Spanntng -Tree Pmtoccrl as per |[EEE 802,15

"Jumbo frames-up to 9000 bytes

Rapid Spanning-Tree Protoce) as per IEEE 8021w

Self-legrning of unicast & multicast MAC addresses and
associated VLANs

Link Aggregation Control Protocol (LACP) as per IEEE 802.3ad.

Port mirroring functionality for measurements using a netwark
analyzer.

Switch should support IGMP v1 / v2 / v3 as well as IGMP v1 /
v2 / v3 sSnooping.

Oualty of
Service {QoS)
Features

Switch should support classification and scheduling as per
IEEE 802.1P on all poris.

Swrtch should support DiffServ as per RFC 2474 / RFC 2475.
| switch should 5uppnrt minimum 4 {four) queues per port.

Switch should support QoS cenfiguration on per switch port
basis.

switch should support classification and marking based on IP
Type of Service (TOS) and DSCP.

switch should provide teeffic shaping and rate Ilmmng features
(for egress as well as ingress traffic) for specified Host,
network.

Strict priority queuing gueraniees that the highest-priority
packets are serviced ahead of all other traffic.

e R I."-"“'\--.
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Switch should suppot MAC address based fillers/ access
| control lists (4Cks) on all switch ports.

Swiitch should support Port 2s well as VLAN based Filters/ ACLs.

Switch should suppori RADIUS and TACACS+ for stoess
restriction and authentication,

Secure Shell (S5H) Ptotocol, HTTP and DoS protection

IP Route Filtering, ARP spoofing, DHCP snooping etc.

Should support DHCP snooping, DHCP Option 82, Dynamic ARP
Inspection ([34l)

Security
Features

Should support a mechanism to shut down Spanning Tree
Protocel Port Fast-enabled interfaces when BPDUs are
received to avoid accidental topology loops.

Should support a mechanicm to prevent edge devices not in
the network administrator's control from becoming Spanning
| Tree Protocol root nodes.

Switch should support ctatic ARP, Praoxy ARP, UDP ferwarding
and IP source guard,

The Switch should support [E'-"E Features from day-1.

Switch should have a console port with RS-232 /RI-45 Intorface
for configuration and diagnostic purposes.

Switch shoild be SNMP manageable with support for SNMP
Version 1,2 and 3.

Switch should support all the standard MiBs ij_MII?—I &_IIJ

Managemers, |SWitch should support TELNET and SSH Version-2 for |
Easy-to-Use Command Line Management,

Deployment | switch should support 4 groups of embedded RMON {history,
and Comntrol statistics, alarm and events).
Features

Switch should support system and event logging functions as
well as forwarding of these logs to multiple syslog servers.

Switch should support on-line software reconfiguration to
implement changes without rebooting, Any changes in the
contiguration of switches relsted to Layer-2 & 3 functions,
VLAN, 5TP, Security, QoS should net require rebooting of the
switeh.

Support for Automatic Quality of Service for easy configuration
of QoS features for critical applications.




Support to deled vnidirectionzl llaks caused by incomect
filer-opile wirg

interfaces

- - Fooo s 4 - : | K # mr - 1%
of porl Teults and disable oy flerdptic

switch should heve comprehensive debugeing festures
required for softwere & hardware fault diasnasis.

Should support DHCP Server feature to enzble a3 convenient
deployment option for the asssignment of 1P addresses in
networks that de

DHCP servers configured on servers and integrated with
Directory Services.

Switch should support Multiple privilege levels 16 provide
different levels of access.

Switch should support NTP (Network Time F_lrntucnlj

Switch should support FTP / TFTP

B Standards

RoHS Compliant.

IEEE 802 1% support,

IEEE 802.3x full duplex on 10BASE-T and 100BASE-TX ports.

IEEE B02.1 [ Spanning-Tree Pratocol.

IEEE 802.1p class-of-service (CaS) prioritization.

IEEE 802.10 VLAN,

IEEE 80Z.3u 10 BaseT £100 Base Tx /1000 Base Tx.

7 Compliance

The switch should be IPVE logo ready or Certified

Switch should be tested and certified for EALZ/EALS / NDPP or
above under Common Criteria Certification

5. Server/Neiwork Rack

| 5. No. Minimum Reguirement
liem i
Dascription
1 Rack Height 42U
2 | Rack Width . 19"
3 Moax Height 2000mm
A4 | Max Width 800mm
. ] Max Degth 1200mm
: 6 Color Black / standard colar
7 Front Door Glzss with unigue lock
8 Rear Door Stegl
9 Load bearing capacity 1400 kg _
e —==._6. Server
S AT MEE .
i P : 6o e
P T N T — == = =
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Paianeties EEFCTPelon

Chipset Latest Intel -’:hipsi;—i_ ! N - B “
Form Factor Migx. 2U rack mounted wit® r'iL_-IEr._g talls

should be populeted with Zros. of latest serles CPUeach
Configured CPU should be min. 16 core & min. 2.0Ghz or betier

Wiskidiy slots 24 DDR4 DINMM slots supporting speeds up to 2666MT/s.

Server should be configurad with 256Gb memary

Memary configured
| RAID Controller 12Gbps PCle 3.0 with RAID 1, 5, 6
Internal Storage | 2nos. of 300Gb 10K RPM HDD ]
DVD writer DVD RW - )
/0 slots Up to 8x PCle Gen3 Slots =
Server should support upto 2 GPU Cards (51 has to consider
GFPU GPU cards as per their solution reguirement)

2 x 1G RJ45, 2 x 10 GBE LAN ports for providing Ethernet
Network Interface connectivity, 2 x Dual-port 16Gbps FC HBA for providing FC

connectivity

Latest version of Microsoft Windows Server / Linux / Unix and
Uiarppnt Anti Virus
Power Supply Platinum reted radundant Power Supply

SD Modules slots Dusl 50 Module slots supparting redundant configuration

Management Support for integration with Microsoft Sysiem Center,
Integration VYMware vCenter ete.

Real-time power meter, graphing, thresholds, aleris &
Power & i :

i capping with histarical power counters.

temperature i

Temperature monitoring & graphing . ||

Should provide predictive failure monitoring & proactive
Pre-failure alert alerts of actual or impending component failure for memory,

) CPU, HDD ete,
¢ Real-time out-of-band hardware performance monitoring &
sleriing

= Agent-free monitoring, driver updates & configuration,

power monitoring & capping, RAID management, external

siorage manzgement, monitoring of FC, HBA 8 CNA & system

heslith

= Qut-of-band hardware & finrnwere inventory

= Zero-touch auto configuration to auto deploy a baseline

server configuration profile

e Automated hardware configuration and Operaling System

deployment to multiple servers

« Zero-touch repository manager and self-updating firmware

system

= Virtual 10 management / stateless computing

» Support for Redfish API for simple and secure management
of scelable platform hardware

Configuration &
management




k
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LCD/LED: panel

| Should display system ID, status Informeation ard systen error
code followed by descriplive text. LCO/LED backeround
should light upin differemt colours during normal system
operation & errcr eenditions.

. Storage
5 s P
No. Parametar Minimum Reguirements
Converge/ Storage solution with NSPoF (No single point of failure)
Unified Starage | Architecture. The Storape solution shall support NAS or SAN as an
integrated offering with high avallability at esch level. The
! archilecture shall allow upgrades of hardware and software for
1 investment protection,
Protocols Solution shall be configured with required protocols for the
solution CIFS/SMB 3/ NFS 4/iSCSI/FCoE/FC. All required protocols
2 required for the solution to be enabled.
Controllers System to have minimum Two controllers with NSPaF Architecture
(NO single point of failure architecture). Storage shall suppart non-
disruptive online firmware upgrade for both Controllers and disk
3 drives.
Operating The storage array should support Operating System Platforms &
4 System Clustering including: Linux/Windows
Cache Memory | Cache Memory: Each controller/node should be provided with
minimum &4 GB RAM h usable protected data cache for disk 10
Operalions. i NAS controllers with separate contrellers additional
RAM cache to be provided. The storage array shall have complete
cache protection mechanism either by de-staging data to disk/flash
. or protecting with NVRAM.
Host The storage system shall be capable of providing host connectivity
& . as per solution offered (Unified/SAN/NAS/Scale out NAS).
Connectivity Minimum 2 ports per controller to be provided for host
) connectivity.
RAID Supports | RAID levels Supported: 0, 1, 5, 6, 10 or equivalent
Redundancy Fans and power supplies: Dual redundant, hot-swappable.
Disk Drive | Storage subsystem shall support 8TB/10TB dual ported or higher
Support NL-SAS/SAS/equivalent 7.2K drives in the same device array.




i6

Glohal ticl | System shall have the capsbility to designate global hot spares

Spare that can automatically be used to replace = failed drive. Storage
system shall be configured with required Global Hot-spares for
every thirly drives for the different type and no. of disks

| 11 configured. __

Capacity The capacity should be configured to meet the performance

12 reguirement of solution.

Snapshots Shall be ahle to take "snapshots" of the stored data. Cffercd
Storage shall have support to make the snapshot in scheduled or
auto snaps. Snapshot shall support block or file as applicable for

i3 sclution. .

Replication The storage array shall have the capability to do remots

14 replication using [P technology.
| Software All necessary software reguired for the solutlon needs to be
15 Licenses provided.
Monitoring shall support the functionality of proactive monitoring of Disk drive

and Storage system for all possible hard oF seft failure,




1. UPE 20+30 KA Tor Control Room and 30 KVE for Field
;ﬁ'::; Paremster iilnimum Reguirenent Description
1 Capacity 30 KvA
True ON-LINE (Double Conversion) with IGBT based inverter
T
2 schnology and PWM Technology
3 Conneckor RS 232 port for sofiware interface
3 phase 4 wire and ground
Voltage Range - 330V - 480V
Freguency Range - 47 ta 53 Hz
Efficiency ACto AC: > 85% [AC o AC)
4 Electrical Input 220V AC | 230V AC / 240V AC (Selectable)
 Frequency: 50 Hz 1 /- 0.1% {free running)
Voltage Regulation: +/ - 1% (or better)
Overload Capacity: 125% for 1 sec, 110% for 10 secs
Waveform: Pure Sine wave
Electronic Overlozd Sensing, and circuit breaker protection
5 Protection Dver heating, short circuit, low battery, input over / under
voltage
& | Galvanic Isolaticn | Through Inbuilt Transformer
Sealed Maintenance Free Battery, Mains & Battery with
7 Battery Typs | necessary indicators, alarms and protection with proper
battery rack
& | Backup Time Minimum 120 minutes backup on full load
MIN, : 240 V DC
9 DC Voltage e o
Adjusted to about 10% of battery capacity for fast charging.
1. Boost / trickie charging facility
2. Uncontrolled rectifier with high efficiency and
reliability.
10 Charging Feature
*BINB L 3. Low batlery protection to avoid deep discharging of
batteries.
4. Sell test disgnostic feature
UPS Bypass Automatic
Monitoring panel with LCD display to provide following
11 | Other Features information:-
— 1, Input/ output voltage
:,-1\"":., E F#Sc"j:j‘\"-"‘:.;x 2. Input [ output frequency _ B ]
o N -
L ',‘.I.-
y



3. Load current

4, Chargine current

LED display for:- URPS on, betiery operation, bypass, bettery
charge

level, etc. Alarms for :- Mains failure, low baitery, overload
&t l

Temperature 0-45°C

1 | Emvironmental Humidity 0 — 95% RH non-condensing
Auclible nolse < 50 dB (&) &t 1 meter distance

CF & RoHS Certification with make & medel number

imentionead on it .
13 | Certification -

IS0 8001:2000 and 150 14001 ceriified,

14 | Compliance Dimension Light Weight / Smaller Footprint

2. Diesel Generator Set

5r, o y ==
Mo, ltem Minimum Requirement Description
{KVA as per Depot requirement) at 1500 RPM, four siroke,
1 ' o electric star, six cylinder engine conforming to BS: 5514 D
IS0 3046 with capacity of 10% over loading for one hour in
twelve hours operation

fir intake manifold.

Dry type air cleaner

Turbocharger.

2 Exhaust System. | Companion fianges for silencer & bellow.
:_Ti_esiciemial s"i-i;a-r_lcer,
Engine watar_pulnp.

4 | Coolantsystem | Radiator.

Caolant additive concentrate
C-l!_pan.

5 | Lubricating System Engine mounted lube ofl pump

Full flow spin-on lube oil filter.

In line fuel pump with Mechanical
& Fuel System Governar,

| ‘Spin-on fuel filter

12V DC electric starter,

12V DC battery charging alternator

2 Alr Intake System

7 Starting system

3 Power start Ves
Contral ol




Mieropiocessor

- based

LED including
lamps

The cantrel includes LED lamp indication for the inlewing
functions Genset Bunning

Remate Start Shutdown Warning
Manual, Auto and Stop

10

Data Lr.:-gé

Inclucies Engine run time and controller on time

| 3%

A?‘tgrn_a_for Dats

Yes

12

Engine Data

Yes

13

Control

Engine Metering, Alternator metering, Battle switch
function, Delay Start

/Stop, Configurable Cr_aniéi'ng cycle, Sleep mode time

14

15

Protection

Low lube oil pressure warning Or shutdown

I High engine temperature warping Or shitdown

Low coolant temperature waming Sensor failure
indication -

| Lowand High balte_nf voltage wami[-l-g_

Weak battery warning Fail to start shutdown Cranking
lockout

High Or Low AC voltage shutdown Under OF Ever
Freguency shutdown Loss of sensing voltage shutdown.

Alternator

Synchronous alternator, single bearing, suitable for
continuous operation at 1500 RPM generating 415 voks at
0.8 p.f.{lag), 50 Hz, 3 phase, 4 wire system. The alternator
shall be Brushless type, self-excited & self-regulated through
an AVR. The aiternator will be suitable for tropical climate
The salient features of the akernator are:

+ 1.5% voltage regulation (max) in static conditions,

IP: 25 protection with insulation. Permanent lubricating
bearing. Permissible overload of 10% for one hour in 12

hours of aperation

15

=i

Control Pans|

The standard Control Panel is alternztar moy nted &
fabricated from

14 Or 16 5WG sheet and Powder Coatad after seven tank
treatment process. The panel is equipped with:-

Z00A TP MCCB 10KA (Fixed O /C, & S/C) Thermal Magnetic
Release With Spreader Link

*5-500 (DG Auto start Or stop, AR,

Mtg., Protection and Engine Protection) Relay Module with 2
relay, 12V DC

Base Frame

Certification

' Engine and alternator are mounted, coupled and alipned on

a common channel iron fabricated Base Frame with pre-
drilled holes

CE & RoHS Certification with mzke & model nurnher
mentioned on ft

150 5001:2000 and I5C 14001 certitied.




